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Network Segmentation



Segmentation

Main Purpose: Enables ZTNA across multi-region and multicloud, including on-premises
environment

Group VNets/VPCs/VCNs/Apps with similar security policies
Define your own domains

Use Cases
« Compliance

« Governance
« Audits
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Multicloud Network Segmentation

Policy Based Network Segmentation AVIa.t X e e Blue Segment S ,
* Global CoPilot i . . i
' onnection Policy '

* Consistent / Repeatable S Greensegment .. Eemecemmecgene e T e
* Across accounts, subscriptions & projects |
Cloud and Connection Agnostic '
* Single cloud VPC vpc| [ vec VPC
* Intra-region or inter-region ! @ D ®
* Multiple clouds \ \
Edge/Access Segmentation | RN erened |\ TK%ICSI;{ i
* On-Prem DCs G - = r
* Branches AR o = 1 5 — T
* Extranets |
* Cloud Peering . AWS - REGION1 GCP - REGION1| GCP - REGION2 AZURE - REGION
On-Demand Compliance/Governance @ “) |
* Security Posture within minutes |
* Aviatrix control plane realizes the intent [ DirectConnect Site2Cloud Site2Cloud Express Route
* Zero-Trust .
* Flexible '
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Multicloud Network Segmentation
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Name: AZSC-Spokel-AGW

DESTINATION

default
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172.16.6.64/26
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VIA DEV

172.16.6.65 ethO
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ethO
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1. Enable Transit Gateways for Network Segmentation on
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AWS Cloud A raue
AWS-FRANKFURT-PROD1 AWS-FRANKFURT-PROD2 5] AWS-FRANKFURT-TEST
— &+9  AZURE-WESTEUROPE-PROD3
Public Subnet Private Subnet Private Subnet Private Subnet ( ]
PROD3-APACHE
BASTION PROD1-APACHE PROD2-APACHE IE]
AVIATRIX-VPC i::t PublP: 35.157.46.0 {:E 10117 i::} 10.1.2.8 TEST-REDHAT 10.2.1.36
B 10.1.3.13
Jumphost PROD1-NGINX {:} PROD2-NGINX
10.1.1.13 10.1.2.29
PROD3-NGINX
N 4 10.2.1.0/24
Controller
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24
CoPilot @ e AZURE-SPOKE-GW-PROD3
AWS-SPOKE-GW-PROD1 AWS-SPOKE-GW-TEST Route Target
AWS-SPOKE-GW-PROD1-1 AWS-SPOKE-G‘:’-PRODZ 10.2.1.024 Local
Route Target Route Target Route Target 10.1.1.0/24| Transit
10.1.1.0/24| Local 10.1.2.0/24| Local 10.1.3.0/24| Local 10.1.2.0/24| Transit
10.1.2.0/24| Transit 10.1.1.0/24| Transit 10.1.1.0/24| Transit 10.1.3.0/24| Transit
10.1.3.0/24| Transit 10.1.3.0/24| Transit 10.1.2.0/24| Transit
10.2.1.0/24| Transit 10.2.1.0/24| Transit 10.2.1.0/24| Transit
L | &+ AZURE-WESTEUROPE-TRANSIT

@ AWS-FRAN RT-TRANSIT, _—

cidr 10.11.0.0/16

cidr 10.22.0.0/16

Route Target Route Target
10.1.1.0/24| PROD1 10.1.1.0/24| AWS-Transit|  AZURE-TRANSIT-GW
YT AWS-TRANSIT-GW AZURE-TRANSIT-GW-1
10.1.2.0224/  PROD2 AWS.-TRANSIT.GW-A 10.1.2.0/24| AWS-Transit
10.1.3.0/24|  TEST 10.1.3.0/24| AWS-Transit
10.2.1.0/24| Azure-Transit 10.2.1.0/24| PROD3
Enable the Network Segmentatlon . Configure Transit Gateways for Network Segmentation
* Choose the Transit G ateway(s) that will route traffic for its Aviatrix transit gateways have to be enabled to support network segmentation on them.
members. v @ @ Search
Name Cloud Region IP Address Space
AWS-TRANSIT-GW aws eu-central-1 10.11.0.0/16 @ Enabled
AZURE-TRANSIT-GW arm West Europe 10.22.0.0/16 @ Enabled




2. Create and Associate a Network Domain <
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Public Subnet Private Subnet Private Subnet Private Subnet ] * M u Iti p I e RTBS ( p e r ea c h N etwo rk

AWS Cloud

A rre Transit Gateway

AWS-FRANKFURT-PROD1 AWS-FRANKFURT-PROD2 =) AWS-FRANKFURT-TEST
&+ AZURE-WESTEUROPE-PROD3

PROD3-APACHE 1
BASTION PROD1-APACHE PROD2-APACHE DO main )
AVIATRIX-VPC {:} PubIP: 35.157.46.0 10417 {:} 10128 {:}IsslT;RéDHAT 10.2.1.36

Jumphost {:} PROD1-NGINX {:}PRiDZ-NGINX . Main RTB:
10.1.1.13 10.1.2.29 ) -
AN (8] oo > The main RTB will host the

- @ 10210124 Transit Routes (i.e. the routes of

10.1.2.0/24 10.1.3.0/24

Y™ (12¢) S the backbone layer) and the

AWS-SPOKE-GW-PROD1 Route Target

AWS-SPOKE-GW-PROD1-1 AWS-SPOKE-GW-PROD2 AWS-SPOKE-GW-TEST

10.2.1.0/24] Local routes that bE|0ng tO
Route | Target Route | Target / 10.1.1.0/24| Transit

101.1.0/24| Local 101.2.0/24 Local 10.1.2.0/24| Transit Unmanag8d NetWOI‘k DomalnS
10.1.2.0/24| Transit 10.1.1.0/24| Transit

(i.e. VPCs/Vnets not assigned to
any Network Domains yet).

10.2.1.0/24| Transit 10.2.1.0/24| Transit

&+ AZURE-WESTEUROPE-TRANSIT
AWS-FRAN| RT-TRANSIT,

cidr 10.22.0.0/16
cidr 10.11.0.0/16

PROD RTB m HECDIRIE AZURE-TRANSIT-GW TEST RTE S p o ke G ateway
AWS-TRANSIT-GW Route Target AZURE-TRANSIT-GW-1 m
Route Target Route Target . . S . I ( . )
AW 1 °
10.11024] PRODL 1013024 TEST 10.1.1.0/24] AWS-Transit 10.1.3.0/24] AWS-Transit N g e RT B M aln

10.1.2.0/24| PROD2 10.1.2.0/24 AWS-Transit

10.2.1.0/24| Azure-Transit m
Create the Network Domains: N
* Assign a Name to each Network Domain \@
PROD

Associations

* Associate the Spoke VPCs/Vnets and/or Site2Cloud Connections | | = @ @@ oo « o
to the Network Domain AZURE WESTEUROPE PROD

CAVEAT: A network-domain name can only have letters, digits, a S —
hyphen (-), and an underscore (_). The name must start with a . o
letter and must have 2-27 characters. For example, Dev_Domain.

TEST

Associations

A a \/ I a —l— r_| >< AWS-FRANKFURT-TEST X 2 v

AWS-FRANKFURT-PROD1




3. Apply the Connection Policy (optional) O
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AWS Cloud . A\ Azure ConneCtlon
AWS-FRANKFURT-PRODL AWS-FRANKFURT-PROD2 AWS-FRANKFURT-TEST -
&+ AZURE-WESTEUROPE-PROD3 Pohcy
Public Subnet Private Subnet Private Subnet Private Subnet (
PROD3-APACHE
BASTION PROD1-APACHE PROD2-APACHE
AVIATRIX-VPC {:} PublP: 35.157.46.0 {:E 10117 {:} 10.1.2.8 TEST-REDHAT 10.2.1.36
11 10.1.3.13
Jumphost PROD1-NGINX PROD2-NGINX
10.1.1.13 10.1.2.29
PROD3-NGINX
10.2.1.37
10.2.1.0/24
Controller
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24
CoPpilot AZURE-SPOKE-GW-PROD3 420’?6‘
Ry Al
AWS-SPOKE-GW-PRODL Route | Target ‘ h’é“y). ,‘:\?—s
AWS-SPOKE-GW-PROD1-1 AWS-SPOKE-GW-PROD2 AWS-SPOKE-GW-TEST 10.2.1.0/24 Local 50,? ;\)‘\
Route | Target Route | Target Route | Target 21 ocal Op&p w;\*
oiron oo To1z0ma Toca | 101.3.0024| Local 10.1.1.0124| Transit 4;003 vs‘s.?
10.1.2.0/24) Transit 0/24| Transit 10.2.1.0/24) Transit 101.2.0/24) Transit
1013.0/24) Transit 10.13.0/24) Transit 10.1.2.024) Transit 101.3.0/24] Transit
102.1.0/24 Transit 10.2.1.0/24 Transit 10.2.1.0/24| Transit
&> AZURE-WESTEUROPE-TRANSIT
(v AWS-FRANKFURT-TRANSIT
cidr 10.22.0.0116
cidr 10.11.0.0116
AZURE-TRANSIT-GW
GREEN RTB AWS-TRANSIT-GW BLACK RTB GREEN RTB AZURE-TRANSIT-GW.L BLACK RTB
Route Target AWS-TRANSIT-GW-1 Route Target Route Target Route Target
10110024 PRODL 101.1.0/24| PRODL 10.1.1.0/24| AWS-Transit 10.1.1.0/24| AWS-Transit
101.2.0/24) PROD2 101.2.0/24] PROD2 10.1.2.0/24| AWS-Transit 10.1.2.0/24| AWS-Transit
10.1.3.0/24 TEST 10.1.3.0/24 TEST 10.1.3.0/24 AWS-Transit 10.1.3.0/24| AWS-Transit
10.2.1.0/24| Azure-Transit 10.2.1.0/24| Azure-Transit 1021.024) PROD3 10.2.1.0/24| PROD3 N
o«
&
O
o
H in: X
. Il le th . li Edit Network Domain: PROD N
.
Optionally, enable the Connection Policy:
. ) . N
* Net k Dom ting tabl
etwor omains routing taniles are Name
. . g
merged (i.e. vrf leaking). PROD g
&
=]
2
x
Associations H
o
&
%)
AWS-FRANKFURT-PROD1 X AWS-FRANKFURT-PROD2 X X v H

AZURE-WESTEUROPE-PROD3 X

Connect to Network Domain

TEST X X A]

TEST

Select All
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Next: Lab 3 - Network
Segmentation
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