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Problem Statement

Connect users/partners/developers securely and seamlessly to public cloud resources

Least latency accessing the cloud resources
Cloud-native: should not backhaul to on-premises Data Center first
Enterprise-grade: Identity Provider integration

Multicloud repeatability
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User VPN Overview
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Client Software

Q) Aviatrix VPN Client - O

» OpenVPN Client

, Connection Profil
e All OpenVPN client software are supported. onnecton ToTe

The supported clients are macOS, DEVELOPERS-PROFILE Disconnect
Windows iOS, Android, Chromebook,
Linux and BSD

o Aviatrix VPN Client

e Aviatrix VPN Client supports macOS,
Windows, Linux Debian distribution,
and BSD distribution

e Choose Aviatrix VPN Client if you require
SAML authentication directly from
VPN client software

+ | - : Status:Connected ‘

https://docs.aviatrix.com/previous/documentation/latest/aviatrix-openvpn/download-vpn-client.html

A 2VIaTrIX :


https://docs.aviatrix.com/previous/documentation/latest/aviatrix-openvpn/download-vpn-client.html

Automated Load Balancer

o The controller automatically launches a
cloud-native load balancer based on the cloud type

o Automates target groups to attach
Aviatrix VPN gateways to the LB

o The domain name of the cloud provider’s
load balancer, such as AWS ELB, will be the

connection when a VPN user connects to
the VPN gateway

o Seamless relaunch of VPN Gateways after deletion
without reissuing a new .ovpn cert file
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Create Load Balancer Actions v

Target group: Aviatrix-vpc-00ff16450xd34ab56

Description Targets Health checks Monitoring Tags

Registered targets

Q Filter by tags a

@ Name ~ DNS name ~ State ~ VPCID

@  Aviatrix-vpc-00ff16450xd34a...  Aviatrix-vpc-00ff16450xd34a...  active vpc-001116457ad2174ff
Load balancer: Aviatrix-vpc-00ff16450xd34ab56

Q Filter by tags and attributes or sear

[ ] Name « Port ~ Protocol ~ Targettype ~ Load Balanc~ VP!
@  Aviatrix-vpc-00ff16450xd34a... 943 TCP instance Aviatrix-vpc...  vpc-(

The load balancer starts routing requests to a newly registered target as soon as the registration process completes and tf
increases, you can register additional targets. If demand on your targets decreases, you can deregister targets.

Instance ID Name Port Availability Zone Status

i-0552e63461a12a9a7 aviatrix-AWS-UW2-SAML-VPN-GW-1 943 us-west-2a healthy

i-Obeab155¢d99dboff aviatrix-AWS-UW2-SAML-VPN-GW-2 943 us-west-2b healthy
4
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Profile-Based Security Policies

VPC/VNet VPC/VNet VPC/VNet
A user is dynamically assigned a virtual
IP address when connected to a gateway O
Isolation between employees, contractors, partners, free

or developers
Supports multiple profiles

Automated firewall rules

Security based on user not source IP

The security policy is dynamically pushed to the
landing Aviatrix VPN gateway when a VPN user connects

It is only active when a VPN user is connected

I
When a VPN user disconnects, the security policy y
is deleted from the VPN gateway ﬁ

Re-

Employee  Contractor
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Secure Assertion Markup Language

o Supports IDPs like Azure AD, Okta, Duo, Office 365
o User accounts are onboarded on the IDP portal

e Users can be onboarded on Aviatrix controller
if SAML is not required
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Ad-hoc VPN VPC

o Crate a dedicated VPC

o Select the Default VPC (i.e. Spoke VPC)

o This VPC will host the User-VPN
Gateways, the ELB and the Spoke
Gateways

/

VPN-VPC-LONDON - CIDR 10.20.30.0/24

SPOKE GW

VPN GW2 VPN GW1

ELB

Create VPC/VNet

Name

VPN-VPC-LONDON

Cloud
[aws Standard ~ j A > O E—J
AWS Azure GCP 0oCl Alibaba
Account Region
aws-account X v eu-west-2 (London)
VPC CIDR VPC Function

10.20.30.0/24 Default

v Advanced Settings
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o Configure one or more VPN Gateways

CIDR Block

» Each VPN Gateway must be configured with its own VPN

» When a VPN user connects to the VPN gateway, the user
will be assigned a virtual IP address from the VPN CIDR

Block

o ELB

o Existing UDP Load Balancer

o New UDP Load Balancer

o No Load Balancer
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» The default IP address pool is 192.168.43.0/24

o The ELB template is pre-configured by default

> Depending on the cloud type you selected, you can select:

Load Balancer

ELB ~ l

ELB
Existing UDP Load Balancer

New UDP Load Balancer

Default VPN Gateways and ELB Creation

Do not use Load Balancer

VPN Gateways Users Profiles Settings ERETE
Aviatrix Certified
Engineer
Default VPN § Geo VPN
+ VPN Gatewa # Diagnostics hid —
[eresta VPN Cateway ; vome
Name
v Name
VPN-GW-LONDON
Cloud
ws senied < | RO O
AWS Azure GCP ocl
Account Region VPC/VNet
aws-account eu-west-2 (London) X v VPN-VPC-LONDON Y
Instance Size High Performance Encryption
t3.medium v @ off
~ Instances
Attach to Subnet Public 1P VPN CIDR
1 10.20.30.48/28~~eu-west-2a~... x v Allocate New Static Public IP v 192.168.43.0/24
I 2 10.20.30.64/28~~eu-west-2b ... x v Allocate New Static Public IP v 192.168.44.0/24 o
~ VPN Access Configuration
Load Balancer ELB Name VPN Protocol
ELB elb-london O TcP upP
Max Connections (Per Instance) Authentication Split Tunnel Client Certificate Sharing
100 = None (Certificate-Only) x v @ on @ off
Duplicate Connections Policy-Based Routing
QD off @ off
Split Tunnel Additional CIDR(s) Nameserver(s) Search Domain(s)

- |




Geo VPN Gateways and ELB Creation

Configure one or more VPN Gateways

» Each VPN Gateway must be configured with its own
VPN CIDR Block

» When a VPN user connects to the VPN gateway, the
user will be assigned a virtual IP address from the
VPN CIDR Block

» The default IP address pool is 192.168.43.0/24

The ELB template is pre-configured by default
Geo VPN configuration options:

Domain Name: this domain name must be hosted
by AWS Route53

VPN Service: the hostname that users will connect to
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VPN Gateways Users Profiles Settings
P ——
Default VPN Geo VPN
B
Create Geo VPN Gateway ’1
Name + Geo VPN Gateway # Diagnostics Y m &
VPN-GW-LONDON
Cloud v Name
—
WS  standard v ‘
J
AWS
iAccount Regi VPC/VNet
aws-account eu-west-2 (London) VPN-VPC-LONDON
Instance Size High Perfor
t3.medium @ off
~ Instances
Attach to Subnet Public 1P VPN CIOR
1 10.20.30.48/28~~eu-west-2a~... Allocate New Static Public IP 192.168.43.0/24
I 2 10.20.30.64/28~~eu-west-2b ... x ~ Allocate New Static Public IP 192.168.44.0/24 o

~ VPN Access Configuration
Load Balancer

ELB

@ off

Split Tunnel Additional CIDR(s)

~ Geo VPN Configuration

aws-account

ELB Name

ELB-LONDON
Authentication Split Tunnel
None (Certificate-Only) x v @D on

Policy-Based Routing

@ off

Domain Name

vpngw.routes3london.com

VPN Protocol

O TCP uoP

@ off

193.13.32.45
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Create the Spoke GW inside the VPN VPC

Create Spoke Gateway (O]

o After the VPN Gateways deployment:

Name

SPOKE-GW-LONDON

» Create the Spoke Gateway inside the
VPN VPC

Ao
» The Aviatrix Controller will take care

AWS Azure GCP ocl Alibaba

of the routing between the VPN

Account Region VPC/VNet
Gateway and the Spoke Gateway aws-account v ewwest2 (London) <« | venpc-Lonpon
; Attach the Spoke Gateway to any Ins(ancf-Slz(- High Performance Encryption Attach To Transit Gateway
t3.micro <« v (D off AVX-AWS-TRANSIT-GW

Transit Gateways such that the VPN
Gateway will be able to be

~ Advanced Settings

BGP
interconnected to the MCNA @ off
Instances
Attach to Subnet PublicIP
1 10.20.30.48/28~~eu-west-2a~~VPN-VPC-LONDON-Publi... »x ~ Allocate New Static Public IP

Cancel
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Create a VPN Profile

The profile-based security policy
lets you define security rules to
a target address, protocol, and
ports.

The default rule for a profile can
be configured as deny all or
allow all during profile creation.

This capability allows flexible
firewall rules based on the
users, instead of a source IP
address.
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Create Profile

Name

DEVELOPERS-PROFILE

~ Security Policy

O Allow All

Target CIDR
1 10.1.1.64/28
2 10.1.1.48/28
3 10.1.2.48/28

User

DenyAll

Protocol

ALL

ALL

ALL

Port

0:65535

0:65535

0:65535

a o

al

Cancel m
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Create a VPN User

After at least one gateway is

created, you can add VPN users.

As soon as a user is created, an
email is sent from right away to
the recipient, with instructions
on how to download client
software and connect to a VPN
server

If you would like to assign user
profile-based policies, you need
to create profiles first
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Create VPN User

Name

developer-from-cafe

Email

johndoe@aviatrix.com

VPN Gateway

VPN-GW-LONDON

Base Policy

O Allow All Deny All

Profile

DEVELOPERS-PROFILE|

12
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Preserve Client IP

o Client IP can be preserved up to the application

o NAT needs to be disabled on the VPN gateway

¢ VPN CIDRs must be advertised to the transit

VPN NAT

@ On

for return traffic, from the Spoke Gateway

Customize Spoke Advertised VPC/VNet CIDRs ©

CIDRs

192.168.43.0/24 X 192.168.44.0/24 X 10.20.30.0/24 X

A 3VIaTriXx
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Minimum Client Version & Duplicate Connections

e Enforcement of Minimum VPN
Client Version

o Duplicate Connections

» User can connect simultaneously
from multiple devices

» When disabled, simultaneous sessions
are not allowed, and existing
VPN connection gets disconnected

Minimum Aviatrix VPN Client Version

Version

none
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none

2.4.10

257

266

279

282

29.6

2.10.7

2,116

2.12.10

2.13.12

2.14.14

none
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Split Tunnel or Full Tunnel

Split Tunnel

Only specified CIDRs ranges
go through the VPN tunnel

Full Tunnel

aviaTrix

Aviatrix Certified
Engineer

F .
Split Tunnel Mode @ Yes O No

Additional CIDRs 10.0.10.0/24,10.0.20.0/24

All user IP sessions including
Internet browsing go through

the VPN tunnel
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Q

umair@umair-mbp ~ % ifconfig utunb
utun5: flags=8051<UP, POINTOPOINT, RUNNING, MULTICAST> mtu 1500
inet 192.168.44.6 --> 192.168.44.5 netmask Oxffffffff

umair@umair-mbp ~ % netstat -r
Routing tables

Internet:

Destination Gateway Netif Expire
default 192.168.1.,1 en0
10.0.10/24 192.168.44.5 utun5
10.0.20/24 192.168.44.5 utun5

15
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Gateway Failover

Aviatrix Certified

utund
NT, R

Users will automatically get reconnected
to another VPN gateway behind the
load-balancer

No change of certificate or user intervention

utund
NT, RUNNING

A 2VIaTrix 1



UserVPN Reference Architecture

Logstash

Logging/Audit
o |

Splunk
Sumologic
Rsyslogic

MFA
.......................... Visibility
DUO  F jeceee. [OTRITNNNL.......
OKTA Dashboard
Active Directory TCP session history

SAML
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Aviatrix encrypted peering

viatrix gateway

Partner profile
{acceptto Z
deny all}
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20
030
et - AWS VPC
Balagcer
Split Tunnel
Full Tunnel

Contractor profile Employee profile
{accepttoX,Z {accept to all}
deny all}

Profile

Azure VNet

& +
O*Q-

AWS VPC

Aviatrix Client VPN Solution

« Centrally managed

« Scale out (TCP & UDP)
* MFA and Profile policy
+ Logging & Audit
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Visibility and Troubleshooting
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User VPN Diagnostics Tools

UserVPN VPN Gateways Users Profiles Settings

Default VPN  Geo VPN /

v Name Load Balancer VPC/VNet

+ VPN Gateway

~  VPN-GW-LONDON elb-london vpc-082a9c689703e82dfd~~VPN-VPC-LONDON

o Use the UserVPN Diagnostics tool to check a VPN gateway’s performance and connectivity

AN aVIaTrix 2



Diagnostics

Diagnostics Tab: to run
diagnostics on a VPN user to check
their connectivity and performance

Session History Tab: to review
specific VPN gateway sessions in
more detail

ELB Status Tab: to check on the
status of load balancers within
specific VPCs/VNet
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UserVPN Diagnostics Tools:

Tools =<

User's Name
Diagnostics
g developer-from-cafe

Session History

ELB Status m

VPN-GW-LONDON

Feb 28,2024 10:23 PM

2024-02-28721:19:48.960469+00:00 GW-VPN-GW-LONDON-13.42.189.54

openvpn[12807]: 31.165.116.229:4553 VERIFY OK: depth=0, C=US, ST=CA, L=SantaClara, O=Aviatrix,
OU=Engineering, CN=developer-from-cafe, name=server, emailAddress=info@aviatrix.com
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