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Challenges for CISO, CIO/CTO and NetSec Architects

Apps/Business requirements dictate the Multi-Cloud
« Some Apps simply operate better in one cloud vs another 5o
« New Customer Requirements a particular cloud OR M&A | ¢ %“*‘3"(

.

Security and Compliance is NOT shared responsibility The Security Architect's Guide w‘& f
+ Itis YOUR responsibility to Multi-Cloud Networking '
3

SaaS or Managed Services are often a Black-Boxes

Treat doud networking as its own domain.
Cloud networking has its own technology and

Understaffed Team, Skill Gap and Learning Curve issue e

Siman Richerd, Gartner Asalyst May 2020

Time-to-Market causes short-cuts

Hacked or Not, doesn’t matter Audit will happen regardless https://aviatrix.com/resources/ebooks/
security-architects-guide-multi-cloud-
networking-v2
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Traffic Pattern

Traffic inside AWS 1. Controller to CSP API
AWS ClOUd 2. Controller with Copilot
Network Fabric 3. Controller to GW management traffic
Logging/ | pometheus | Copilot VPC 4. Gateway to Copilot (Syslog, Netflow etc)
aws Audit/ i Logstash 5. Encrypted data transfer
gl Network {0 @ Private Public (=) 6. Copilot access locked to customer IP
Insight {  ymologic < - foow _ _ Eufn_et_ N = subnet U6 | — 7. Controller access locked to customer IP
APl 1 Rsyslogic o R T I E 8. Controller to MFA
""""""""""" PublicIP - _ i 9. Copilot to Customers Network Insight APl or Logging
s b7 locations
Duo Controller VPC 7 : \ \\:\C:\\ @, -~ 10. Aviatrix Gateway to 3™ Party devices
MFA Okta ’ Ie v \\\\::f:: 11. Remote user to Aviatrix VPN gateway
SAML Private Pubjic [\ -7 TNl
LDAP etc. 0 subhet Pl o N SN !
Y Gt \ RN Traffic inside A
y x| . 2| A Azure Cloud raffic inside Azuire
A o N ~ o ~h. Network Fabric
AWSApl «--fF-- "~ ,/ PublicIP Sl T TTm--- e S~ s
C Spoke VPC Spoke VNet
7’ S
,’, | k \\\~ ﬂ‘Pul{lic ;’ Public
@l Private @ Public Private @ \ Public N < Subnat_ Subnet
Subnet subnet Subnet \subnet | I .
‘ > PublicIP =~ RublicIP

, \
, | i
<’ ____________ l_ ______ Fiu_bllc_le Internet : Spoke VPN
Public IP Transit :
GW o R R A1
e —m—e HPE via Private IP 1

£ |
On PremDC/

Branch Office/ Remote
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Controller Security Group Management | Automatic Security Group lockdown

Details | Security |

Security groups

5g-054a3744afb30dcb01 (ss-controller-AviatrixSG-YHFSUVZBB9Q9)
(3 sg9-0823351¢5¢83665¢38 (Aviatrix-5G-54.206.174.209-2)
59-0cb4cc125e9c69ed8 (Aviatrix-5G-54.206.174.209)

(@ sg-Oea9afbde373b3264 (Aviatrix-5G-54.206.174.209-1)

(@ sg-05186521ae82c605d (Aviatrix-SG-54.206.174.209-3)
b

A aVIaTrix
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¥ Inbound rules

| @
Instance: i-0ea8d13e979fb9be6 (ss-controller)

Q, Filter rules
Security group rule ID Port range Protocol Source
sgr-01ffba9d6c84d825d 443 TCP 3.106.76.93/32
sgr-0a11c67bf190b7be? 443 TCP 2.105.63.97/32
sgr-OaBcceeSeaBd489ee 443 TCP 2.104.18.207/32

Security groups

ss-controller-AviatrixSG-YHFSUVZBB...

Aviatrix-5G-54.206.174.209

Aviatrix-5G-54.206.174.209

. ) . |
Instance: i-042eb8b6912e0accO (aviatrix-spoke1)
Security groups
5g-09ef033544630561b (spokel)
¥ Inbound rules
Q, Filter rules
Security group rule 1D Port range Protocol Source Security groups
sgr-0288b5beddfadg5b2 All All 10.1.1.0/24 spokel
sgr-03e3c293b614e73c7 443 TP 54.206.174.209/32 spokel
|
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Problem Statement

Enterprise concerns around putting Aviatrix Controller with a public IP in a Public subnet
Enterprises need tighter security and availability
What are the options?
1. Limit access using cloud native L4 stateful firewalls such as:
e AWS Security Groups
e Azure Network Security Groups
e GCP Firewall Rules
2. Deploy a third-party Firewall in front of controller

3. Deploy an Application (L7) Load Balancer in front of Aviatrix Controller

A aVIaTrix 8



Advantages: L7 Load Balancer in Front of Aviatrix Controller

Limit management access to
Controller

- Only allow access from the LB internal
IPs to Controller on port 443

WAF capability on LBs
- Stops usual web hacks/attacks against
controller

L7 LB managing Controller certificate
- Potentially terminating the SSL
connection on LB [cloud native process]

A aVIaTrix

Adhere to SoPs and best practices

- Around alerts, operational features, logging
integration, etc.

- Putting an LB in front means Controller access
can fit right into your existing operational model

Leverage LB health checks

- Monitor the Controller at an application layer

- If the LB health check goes down, it again fits
right into existing operational best practices and
SoPs of customer making it easier for them to
monitor the control plane

Any access to controller, including API, Ul login,
etc., would go through LB, and the LB logging can
provide easier, faster integration to existing tools



AWS

Verify that the Controller Security Group
Management feature is NOT disabled.
This feature allows access

to the Controller EIP from y
Aviatrix Gateways, solely

https://<controller_fqdn>:<port>

Create a new internet facing ALB

Modify main Controller Security e
Group to only allow access from

the ALB Security Group

Enable WAF on the ALB with L—

AWS Managed Rules
Adjust ALB idle timeout, modify rulesets

Modify ALB Security Group to only allow
access from the admin user IP

A aVIaTrix
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Controller VPC

User Access SG
Target:
src = ALB-SG

rc =1.2.3.4/3
Controller src 2 -+ -~

src = 2.3.4.5/32 | |

4
Registered targets (1)

|||||||| . Name " Port Zone Status
AviatrixControtier 483 us-east-2b © healthy
Security policy SSL Certificate Rules

ELBSecurityPolicy-2016-08  Default: aviatrixCentrollerCert (IAM)  Default: forwarding to AvtxControlier

10
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With Aviatrix Secure Cloud Egress
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Problem Statement e

Private workloads need internet access

* Saas integration
NAT Gateway Squid Proxy Layer-7 Firewall
e Overkill

Saas ® NACLs are necessary e Hard to manage

o Layer-4 only ® Scale and HA issues e Expensive

 Patching /=) =\ /=0
ey \VPC @ &y VPC @ &y VPC @
Internet gateway

Internet gateway Internet gateway

. Public subnet Public subnet Public subnet
Lilll
* Updates . « ﬂ @ DR

NAT gateway TTTTT
Squid Proxy

-

Firewall

GitHub
Private subnet Private subnet Private subnet

i — T i —

Workloads Workloads Workloads

12
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Aviatrix Secure Egress Filtering Feature

Internet

aws 3 A

= = E=3

VPC with pvt workloads VPC w/o pvt workloads VPC with pvt workloads
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Aviatrix Secure Egress Filtering

Aviatrix
CoPilot :
Actlvatt.e the Egress Internet
on the required VPCs/VNets
Centralized

Management

aws ) a

on on ol
o= Aviatrix i} Aviatrix o= Aviatrix

Spoke Gateway Spoke Gateway Spoke Gateway

VPC with pvt workloads VPC w/o pvt workloads VPC with pvt workloads
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Aviatrix Secure Egress Filtering

SmartGroups  WebGroups  Settings

Aviatrix
CoPilot

A URL Type WebGroups is in Preview. Preview features are not safe for deployment in production environments.

[rsms] v 2 o

Name Type

Internet

Domains/URLS

. All-Web Predefined WebGroup
Centralized
allowed-https-redhat-update URLs https://www.redhat.comjupdate
Management
allowed-https-ubuntu-update Domains *.ubuntu.com,
*.archive.ubuntu.com
allowed-nids-detection Domains testmynids.org
allowed-github Domains *.github.com
Egress Filtering
. . ., w
Policies with WebGroups »
inserted into DCF rules o
0

Domain/URL Filter

* . ubuntu.com
* archive.ubuntu.com

testmynids.org
aWS * .github.com
deny all

v

Aviatrix

Spoke Gateway
VPC with pvt workloads

A aVIaTrix

VPC w/o pvt workloads

“rEag
l..
gy
-.....
Ny
u,y
o ]
Yy
I

Domain/URL Filter

* . ubuntu.com
*  archive.ubuntu.com
testmynids.org

* . github.com
deny all

| 4

Aviatrix
Spoke Gateway

Aviatrix
Spoke Gateway

VPC with pvt workloads
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Aviatrix Secure Egress Filtering

SmartGroups  WebGroups  Settings

Aviatrix
CoPilot

A URL Type WebGroups is in Preview. Preview features are not safe for deployment in production environments.

[rsms] v 2 o

Name Type

Domains/URLS

Internet

. All-Web Predefined WebGroup
Centralized
allowed-https-redhat-update URLs https://www.redhat.comjupdate
Management
allowed-https-ubuntu-update Domains *.ubuntu.com,
*.archive.ubuntu.com
allowed-nids-detection Domains testmynids.org
allowed-github Domains *.github.com
Egress Filtering
. e .. w -y -
Policies with WebGroups » "ragn, "ag
inserted into DCF rules o
0

Domain/URL Filter

* . ubuntu.com
* archive.ubuntu.com

testmynids.org
* .github.com
deny all

v

aws

Aviatrix

Spoke Gateway
VPC with pvt workloads

Filtered

A aVIaTrix

VPC w/o pvt workloads

Aviatrix
Spoke Gateway

Filtered

...
.... ...
[
"4, Domain/URLFilter

* . ubuntu.com
*  archive.ubuntu.com
testmynids.org

* . github.com
deny all

| 4

Aviatrix
Spoke Gateway

VPC with pvt workloads

Filtered
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aviaTrix

Aviatrix Secure Egress Filtering Design Patterns

Local Egress (Distributed)

Stand-alone Spoke GW Centralized Egress

(Distributed) with Aviatrix Spoke GW with Aviatrix Transit GW
¢ Stand-alone Spoke ¢ ¢ ¢
s% Gateways 88

VPC VPC VPC VPC VPC VPC

e, I I I I [y
Spoke Gateways Spoke Gateways Spoke Gateways Spoke Gateways
" & " O
Transit Gateways Transit Gateways

{1?) Egresson Transit &

A2 A2

A aVIaTrix 7
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Enabling Egress

Adding Egress Control on VPC/VNet changes the = CoPilot
default route on VPC/VNet to point to the Spoke
Gateway an d e nabl es SNAT Lgre Overview Monitor Egress VPC/VNets Transit Egress
. i + Local Egress on VPC/VNets Y m %
In addition to the Local route, the three pastiboare II
RFC191 8 rOUtES, also a dEfal.“t route Wi” be Name Point of Egress Transit Attachment
injecte d aws-us-eastl-spokel Native Cloud Egress aws-us-eastl-transit
I | dd | aws-us-east2-spokel Native Cloud Egress aws-us-east2-transit
CAVEAT: Egress Control also requires additiona
resou rcesgon the Spoke Gateway (| e scale up the oud Firewall azure-us-west-spokel Native Cloud Egress azure-us-west-transit
VM size). Before enabling Egress Control on e v estspoles Hattve Cloud Fgress
Sp oke Gateways’ ensure that you have created ThreatiQ gep-us-centrall-spokel Native Cloud Egress gep-us-central1-transit
the additional CPU resources on the Spoke FireNet
Gateway required to support Egress Control. pomal
-us- _ B <8 aws-us-east2-spokel g
<8 aws-us-east2-spokel . Pvt RTB BEFORE Pvt RTB AFTER
T G P R TaT Gatzway Routes . T ena bl |ng the Eg ress Instances Connections VPC/VNet Route Tables Gateway Routes Interface Stats Route DB ena bl |ng the Eg ress
g0t Tble fouteTable odiated Subret R‘::s:Z:astz-spakel—Private-a-us-easl-zc-nb . r‘t‘h:‘}f;;;l:‘?fuﬂfsdsf 1‘ o
aws-us-east2-spokel-Private-3-us-east-2c-rth « rtb-0f555197f0cofedaf 1
Y m %
vy m$
Route Target Gateway
Route Target Gateway
10.0.1.0/24 local local
10.0.1.0/24 local lacal 192.168.0.0/16 i-0d6fe343ab9b40295 aviatriz-aws-us-east2-spokel
192.168.0.0/16 i-0d6fe343ab9bd0295 aviatrix-aws-us-east2-spokel 172.16.0.0/12 i-0d6fe343ab9b40295 aviatriz-aws-us-east2-spokel
172.16.0.0/12 i-0d6fe343aboba0295 aviatrix-aws-us-east2-spokel 10.0.0.0/8 i-0d6fe343abab40295 aviatrix-aws-us-east2-spokel
10.0.0.0/8 i-0d6fe343abob40295 aviatrix-aws-us-east2-spokel I 0.0.0.0/0 i-0d6fe343ab9b40295 aviatrix-aws-us-east2-spokel I

[ 23 I B i e P
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The Greenfield-Rule pr=ms

Rules Monitor Detected Intrusions Settings
If you want to apply policies on your " Distributed Cloud Firewall
Egress traffic, you must enable the .
Distributed Cloud Firewall. Enabling the Distributed Cloud Firewall without
The E trol R th configured rules will deny all previously
? E.FESS ;Ol‘r‘: rg. reg[;“refj Cle d permitted traffic due to its implicit Deny All rule.
activation of the Distribute ou
Flre_waH. To maintain consistency, a Greenfield Rule will
Th field-Rule i icall be created to allow traffic that maintains the
e Greenfield- u'e IS aUtom.atlca y current state, facilitating the creation of custom
added to allow all kind of traffic. rules for specific security needs.
Best Practice: do not edit this rule, .
although it can be recreated if it is Cancel
accidentally deleted. e ——
ted Cloud Firew Rules Monitor Detected Intrusions Settings
O Priority Name Source Destination WebGroup Protocol Ports Action
O © 2147483646 Greenfield-Rule Anywhere (0.0.0.0/0) Anywhere (0.0.0.0/0) Any Permit

A aVIaTrix 19



Discovery Process

o If you don't know the sites that your applications visit, an ad-hoc Discovery-Rule can be

enabled, temporarily.

a)  Attach the SmartGroup that identifies the private workloads affected by the Egress feature,
previously enabled, as Source SmartGroup.

b)  Attach the Predefined SmartGroup “Public Internet”, as Destination SmartGroup.

c)  Attach the Predefined All-Web WebGroup.

d)  Turn On the “Logging” toggle

e)  Turn Off the “Enforcement” toggle

o The Discovery-Rule allows to intercept the logs generated only by HTTP (port 80) and HTTPS

Create Rule

Name

Discovery Rule
Source SmartGroups
BU1I X

Destination SmartGroups

Public Intemet  x

WebGroups
_A]I-Weh X

Protocol

Any

Rule Behavior

Port

All

. Action SG Orchestration @
(port 443) traffic, from the VPC where the Egress control was enabled. . .
Permit - o
o Best Practice: Place your Discovery-Rule always above the Greenfield-Rule. Ensure TLs TLs Decryption Intrusion Detection IDS)
D off D off D off
e The result will be displayed on the Monitor TAB.
Rule Priority
Distributed Cloud Firewalf Rules Monitor Detected Intrusions Settings fen —
I.l\buve v GreenﬁeldeuLeI I
Actions Y m & @
O Prierity Name | source Destination WebGroup Protocol Ports Action DS Logging
O @o I Discovery-Rule BUL Public Internet All-Web Any Permit On
O © 2147483... Greenfield-Rule Anywhere (0.0.0.0/0) Anywhere (0.0.0.0/0) Any Permit

A aVIaTrix
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Monitor

» Onthe Monitor section you can retrieve all the logs and therefore distinguish

the domains that should be permitted from those ones that should be denied.

o Best Practice: The Discovery Process should be used only temporarily. As soon
as you have completed your discovery, kindly proceed to activating the Allow-
List model (i.e. ZTN approach).

Overview

~ Filters

Time Period

Last 24 Hours ~

Yy m %

Timestamp

Dec &, 2023 10:40 AM
Dec &, 2023 10:40 AM
Dec &, 2023 10:40 AM
Dec €, 2023 10:40 AM
Dec €, 2023 10:40 AM
Dec €, 2023 10:39 AM
Dec 6,2023 10:39 AM

Dec 6,2023 10:39 AM

A E Dec 6,2023 10:39 AM

ACE

Aviatrix Certified

Egress VPC/VNets Transit Egress

Start End
Dec5,202310:40AM [ @ — Now

Source IP VPC/WNet

10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel
10.0.1.10 aws-us-east-2-spokel

VPC/VNets

aws-us-east-2-spokel X

Domain Port

esm.ubuntu.com

security.ubuntu.com

us-east-2.ec2.archive.ubuntu.com

us-east-2.ec2.archive.ubuntu.com

us-east-2.ec2.archive.ubuntu.com

www.football.com

Www.espn.com

www.wikipedia.com

www.aviatrix.com

443

80

80

80

80

80

80

80

80

Top Rules Hit

www.wikipedia.com (80)

www.football.com (80)

www.espn.com (80)

wiww.aviatrix.com (80)

us-east-2.ec2.archive.ubuntu.com (80)

secu rity.ubuntu.com (80}

esm.ubuntu.com (443)

Rule Match

Matched

Matched

Matched

Matched

Matched

Matched

Matched

Matched

Matched

@ Search

Action

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed
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Predefined WebGroup: All-Web

When you navigate to CoPilot > Groups, a predefined WebGroup, All-Web, has already been created for you.

This is an "allow-all” WebGroup that you must select in a Distributed Cloud Firewall rule if you do not want to limit the Internet-bound
traffic for that rule, but you still want to log the FQDNSs that are being accessed.

ACE

Aviatrix Certified
Engineer

= CoPilot
smartGroups WebGroups Settings
Hboard & URL Type WebGroups is in Preview. Preview features are not safe for deployment in production environments.
Dashboar
Cloud Fabric + WebGroup Y m &
Networking Name Type Domains/URLs
Security [ All-Web Predefined WebGroup * ]
Groups

A aVIaTrix
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WebGroup Creation

» WebGroups are groupings of

domains and URLs, inserted into
Distributed Cloud Firewall rules, that
filter (and provide security to)
Internet-bound traffic.

In addition to the predefined
WebGroup All-Web, you can also
create two kind of custom
WebGroups:

1.  URLs WebGroup: for HTTP/HTTPS
and for other protocols, but you
need to define the full Path.

» CAVEAT: TLS Decryption must
be turned on when URLs-
based WebGroups are used.

2. Domains WebGroup: for HTTP and
HTTPS traffic (wild cards are
supported - i.e. partial names).

A aVIaTrix
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Groups

SmartGroups WebGroups

Settings

A URL Type WebGroups is in Preview. Preview features are not safe for deployment in production environments.

vme

Name

All-Web

Predefined WebGroup

Domains/URLs

*

Create WebGroup

Name

[ FI'P—to—Example,com|

Type

Domains

Domains/URLs

ftp://ftp.example.com/directory/ *

Cancel Save

Create WebGroup

MName

Apt-get-Commands

Type
| o

Domains/URLs

l 'ubuntu.com|

23


https://docs.aviatrix.com/copilot/latest/network-security/secure-networking-components.html
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Aviatrix PSF GW(aka Public Subnet
Filtering Gateway)
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Aviatrix PSF

Public Subnet Filtering Gateways (PSF AVX Controler
gateways) provide ingress and egress security 0

for AWS public subnets where instances have
public IP addresses.

After the Public Subnet Filtering (PSF) gateway
is launched, view or block malicious IPs by

Enforcement Internet
(force-drop)

(M) 16w

=

activating ThreatlQ. ThreatiQ

The PSF gateway generates Netflow data,

NetFlow

that is fed to FlowlQ.

Data [ w EC2

ThreatlQ monitors FlowlQ for any matches, & -
and then alerts or programs a block (i.e. g’
force-drop) on the corresponding gateway.

AVX CoPilot

A aVIaTrix

Public Subnet

Cross Reference
with Proof Point

2
LN

Threat DB 25
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https://docs.aviatrix.com/documentation/latest/monitoring-troubleshooting/flow-filter-create.html

Aviatrix PSF Deployment Workflow (part.1)

To deploy a Public Subnet Filtering Gateway:
In CoPilot, navigate to Cloud Fabric > Gateways > Speciality Gateways tab.

Click +Gateway and select Public Subnet Filtering Gateway.

= CoPilot

Overview Transit Gateways Spoke Gateways Specialty Gateways Gateway Management

+ Gateway ~ m *
Dashboard v
Public Subnet Filtering Gateway
Cloud Fabric Cloud Type Account Region VPC/VNet VPC/VNet CIDR

Topology

Gateways

AN aVIaTlrix 26



Aviatrix PSF Deployment Workflow (part.2)

3. Fill up the relevant fields with
the required parameters. T ——

4. Select the Public RTB that will e
get its default route affected Select the Public RTB(s)
(i.e. pointing to the PSF, instead that will be affected by the
of the IGW) PSF Deployment

Region vPC Instance Size

B eu-west-2 (London) v AVX-LONDON-PROD4 K v t2.medium

After the Public Subnet Filtering
Gateway is deployed, Ingress traffic
from IGW is routed to the gateway in s e

a “pass through” manner. Egress B S L —
traffic from instances in the R SaIG9152 0852 LONDON FRODAPblic .
protected public subnetsis routed to s oo
the gateway in a pass through

manner.

27
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Lab 5 — CLOUD PERIMETER
SECURITY (Secure Cloud Egress)
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